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Business use of the Internet and of
web-based applications continues to
grow exponentially, despite the fits and
starts of the “Internet revolution.” The
Internet is increasingly being used to link
suppliers, partners, and customers.
Key enterprise applications have been or
are migrating to web-based implementa-
tions. This dramatic increase in
web-based activity in the enterprise is
also being seen in schools, libraries, and
other educational institutions. Simply
expanding network capacity to deal with
the stress is not the best answer. There
are much more economical ways to make
better use of existing networks than
investing resources on expanding net-
work capacity. Deploying web caching
technologies offers just such a solution.

This paper describes the new challenges
facing enterprise and educational
networks in the current environment, and
details how implementing a webcache
appliance can benefit all of an organiza-
tion’s online operations. By reducing the
stress on existing networks, increasing
employee or student productivity through
innovative applications, and creating a
more efficient and reliable environment
for conducting business or learning online,
webcaches can significantly improve net-
work efficiency and dramatically impact
an organization’s ability to meet its goals. 

The Internet Impact

Revolution or not, the Internet and
web have changed the way we conduct
business and get educated. Whether
utilizing e-commerce applications, out-
sourcing internal processes, or simply
improving communications with sup-
pliers and partners, business is
increasingly conducted over the
Internet. Internal enterprise intranets
and extranets are more and more com-
mon. In schools, classroom activities
increasingly are enriched through
Internet-based instruction while
research gets done over the web from
libraries, schools, and home.

This connectivity explosion offers
enterprises the opportunity to be
more productive than ever before.
Communications with suppliers can
be handled entirely online, reducing
paperwork and saving time while
providing more sophisticated tracking
of transactions. Business functions
such as payroll and human resources
can be outsourced to third parties
and managed using the web. And
employees can communicate with
management, customers, and each
other more effectively, increasing
productivity and efficiency. 

As these trends continue to gain
momentum, web traffic will increase
as organizations become more reliant
on Internet and web connectivity.
It is therefore essential that networks
keep pace, providing a secure,
reliable, efficient, and cost-effective
infrastructure for conducting business
or learning online.

Traffic Jams on the
Information Superhighway

Despite the easy access to the
Internet, there is a significant snag:
the infrastructure of the Internet, and
the World Wide Web built on top of
it, is inherently inefficient.
Underneath the breathtaking technol-
ogy and capabilities of the Internet
lies a distribution model that is still
fairly unsophisticated. Typically,
every time someone views online
content it has been obtained directly
from the server where the source
information is stored.

To appreciate the problems inherent
in this system, imagine if water was
delivered to the public in the same
way the Internet delivers information
to users. Currently, water is stored in
local reservoirs and piped directly
into homes and businesses. Imagine
instead if there were only a single
distribution point—say a well in



Ohio. Anytime someone needed water,
anywhere in the country, he or she
would have to drive to Ohio, fill up
some water tanks at the well, and
drive home. Now if you imagine the
traffic jams that would occur for miles
around the well, you begin to under-
stand why users can experience such
slow and frustrating response times
from the Internet. 

Everyone using the Internet is subject
to this problem, but it is of primary
concern to enterprises and educational
institutions. Network bandwidth is not
an unlimited resource, and as user
requests for web content rise, there is
bound to be congestion. For casual
Internet users, this means increased
frustration. For enterprises, the prob-
lems caused by congestion can translate
quickly into rising costs and falling
productivity. In schools, valuable
teaching time can be lost due to slow
web responsiveness.

One answer to this dilemma is to add
more bandwidth to the WAN link, but
this does not really solve the problem.
Adding bandwidth can be very costly,
especially for enterprises that link
numerous physical locations. In addi-
tion to the recurring costs of renting
additional bandwidth, existing
routers and servers may need to be
upgraded to handle the added band-
width, and administration costs can
rise accordingly. Finally, adding band-
width often just moves the bottleneck
rather than eliminating it. Using the
water analogy, you can build a private
road from your house to the freeway,
but that won’t eliminate the traffic
jams around the well.

Enterprises and schools must find
other ways to conquer congestion and
maintain reliable, scalable network
performance as their dependence on
web-based information grows. 

Web Caching: Building a
Smarter Network

Even though enterprises and schools
can’t control the unpredictable perfor-
mance of web traffic and the Internet,
they can do something to minimize its
effect on their networks. They can store
frequently accessed content within
their own network, where it can be
retrieved quickly and easily. This
process is called caching. An appliance
that stores text, images, and other con-
tent from the Internet is called a web
cache (pronounced “cash”) or webcache.
When properly deployed, a webcache
can significantly reduce bandwidth-
eating web traffic, improve response
times—and do much more.

Web caching takes advantage of the
fact that some content is requested
more frequently than other content.
By storing the more frequently
requested content locally, caching
reduces the number of browser
requests that have to travel to origin
servers across the Internet to be ful-
filled. This instantly eliminates many
of the problems caused by Internet
congestion and unpredictability.
When accessing cached information,
end users will experience both greatly
reduced lag time in page loading and
significantly faster downloading of
pages. The more browser requests that
can be responded to by the cache, the
less upstream bandwidth an enter-
prise requires from its WAN link. 

Internet service providers (ISPs) have
been utilizing network caching for
years to increase their own ability to
respond to peaks in demand for specific
content, reduce high-cost bandwidth
usage, and provide their customers
with a faster, more enjoyable web
experience. On a smaller scale, the
technology offers enterprise and school
customers the same benefits. 
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How Does a Webcache
Work?

Regardless of the speed of an enterprise
WAN link, the response time
for retrieving content from the Internet
or web varies greatly. This is because
multiple factors influence response time,
including the amount of bandwidth
available on the Internet at any given
time, the amount of network traffic at
any given time, and the number of
requests the target server site is trying
to fulfill. Caching eliminates a great deal
of this delay and unpredictability by
storing frequently accessed content
close to the user.

When caching is not in place, requests
for content must make multiple trips
back and forth between the requesting
computer and the server site where the
content is stored. First, the web browser
sends out a request for a Uniform
Resource Locator (URL), the address of a
specific web page on a specific server
on the Internet. The content being
requested might be a static web page
(consisting of text, links and graphics
files), or it might be a dynamically cre-
ated page, generated from a search
engine, database query, or web-based
application. The website server answers
the request by sending content back to
the web browser one file at a time. 

If there is no caching on the enter-
prise or school network, another user
in the next cubicle or desk could
request exactly the same web page
five minutes later, and again have to
wait for the request to traverse the
complete circuit from the web
browser to the target server and back
again (Figure 1). 

When caching is implemented,
frequently accessed content is stored
close to the users, eliminating this
duplicated effort. A request from a
user’s browser is first sent to the
network’s caching server. If the
requested content can be found in
the webcache and the information is
current, or fresh, the content is sent
directly back to the requester,
skipping an upstream journey to
the target website. This is called a
webcache hit (Figure 2). The more
frequently browser requests can be
fulfilled from the webcache, the
higher the hit rate. It is even possible
to achieve good hit rates for dynami-
cally generated content, since even
these pages have static content—
images, headings, text elements—that
can be served from the webcache. 
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Note that the webcache is deployed
on the network inside the network
perimeter firewall. The firewall
protects the entire network, including
the webcache device, from outside
Internet-originating threats. The
webcache must be positioned close to
the WAN Internet connection to
achieve its maximum benefits.

What Makes a Good
Webcache?

The ideal webcache delivers optimal
performance, stores information
efficiently, manages large amounts of
traffic, and responds quickly to user
requests. Apart from these obvious
requirements, a webcache deployed in
enterprise or education networks would
ideally meet other important needs:

• Flexibility. Administrators should
be able to deploy a webcache at
various locations within the
network, wherever congestion tends
to occur. A webcache should also
deliver any type of content originat-
ing from any type of server. 

• Reliability. As an intermediary
between an enterprise or school and
the Internet, a webcache must be
highly reliable and any webcache
failure should not cause the Internet
connection to drop. Automatic
failure detection with data bypass

and load shedding eliminates
network disruptions. 

• Scalability. Using one or more
webcache devices should improve a
network’s ability to handle spikes in
demand for specific content. Linking
multiple webcache servers to create a
webcache hierarchy should be a
simple process, and the webcache
devices should be able to quickly
and easily route information
requests to the correct server. It
should be possible to manage the
entire webcache hierarchy from a
single console interface.

• Improved system tracking.
Webcache devices should track
browser requests, show how
information is redirected, and
provide accurate records of content
distribution. For instance, an organi-
zation should be able to get data
from a webcache showing that
employees have completed an online
training exercise or software
upgrade, or document that impor-
tant information was delivered to
employees in a timely manner.

• Ease of implementation. Above all,
webcache devices must be simple to
install and easy to maintain. IT man-
agers should be able to plug a
webcache into the network and
immediately see performance
improvement. Webcache appliances
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also must be able to easily integrate
with existing firewall and proxy
servers.

A good webcache will carry out all
these functions seamlessly while
dramatically improving performance
for the end user and reducing
networking costs.

The Business Case for Web
Caching

Faced with explosive connectivity
needs, enterprises are hard-pressed
to keep pace with the demand for
bandwidth and network performance.
To succeed, they must find solutions
to significant challenges:

• Safeguarding reliability. As the num-
ber of business-critical transactions
occurring over the Internet grows
exponentially, the risk of data being
lost or corrupted in transmission
grows as well. When downtime can
bring business operations to a halt,
enterprises must prevent Internet
connection failure at all costs. 

• Maintaining Quality of Service (QoS).
The increasing volume of Internet
traffic places extraordinary demands
on network resources. Bottlenecks
mean long delays and lost productiv-
ity. If the network is slowed down
by web traffic, critical business
applications may not deliver accept-
able performance. Enterprises must
maintain acceptable levels of service
appropriate to the range of user-
application demands on the network.

• Providing a scalable resource.
Enterprises must be able to provide
sufficient bandwidth to support
intermittent peaks in demand for
specific content. For example, a
bank’s network traffic may spike
when employees from dozens of
branch offices access daily interest
rates posted at a central location.

• Ensuring Productivity. With
employees spending more time on
the Internet, use of the web for
personal, non-business purposes can

also rise, exacerbating network
congestion and reducing overall
productivity. Enterprises need a
way to prevent the downloading
of inappropriate or unauthorized
content to company equipment.

• Keeping a competitive edge. In
the global economy, it is no longer
enough for organizations to offer
their employees access to online
resources at work. Employees
increasingly expect 24 x 7 access to
the information they need to do
their jobs, including access from
remote dial-up locations, from
wireless phones, and even from
handheld devices. 

Faced with these challenges, enterprises
have a choice. They can add bandwidth
to their existing WAN links—a costly
and temporary solution—or they can
improve the intelligence and efficiency
of their existing resources by deploying
a webcache.

Direct Benefits to Business
and Schools

By implementing a webcache and
thus bringing frequently requested
content closer to users, enterprises
and schools can address all of these
challenges while reducing their costs.
As the use of web-based applications,
instruction, and data retrieval
continue their rapid growth, the use
of webcaching technology is also dra-
matically increasing. Analysts
estimate that the market for web-
caching among enterprise accounts
alone will grow over 55% each year
for the next five years, to a total
market of $2.85 billion in 2006.1

With typical cache hit rates, browsing
users will experience greatly reduced
delays waiting for web pages to down-
load and web-based applications to
process their requests. This translates
to a higher Quality of Service and a
significantly enhanced experience for
the user. Employees will utilize the
network more, increasing productivity.
Schools deploying the technology to
enhance Internet classroom instruction
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will find their students and teachers
working more efficiently. By providing
local storage for frequently requested
content, all organizations can control
how much Internet bandwidth is
required to satisfy user demand,
reducing their WAN costs.

Deploying a webcache also immedi-
ately increases a network’s reliability.
This is because caching, by its very
nature, offers an inherent measure of
fault tolerance. If a webcache fails,
Internet content is still available from
the origin server. Because of this, any
data lost on the webcache can always
be reconstructed.

In addition, webcaches serve as
excellent checkpoints for all traffic
traveling in and out of the enterprise.
Organizations can integrate access
policies and filtering mechanisms
with webcaches, offering a way to
control and limit employee use of the
web to functions that contribute to
corporate goals. For instance, the
webcache is an ideal location for
content filtering for schools and
libraries wishing to block unaccept-
able materials such as pornography or
racist content.

More and more organizations are uti-
lizing streaming audio and video for
training purposes. A caching server
can offload traffic from overloaded
media servers, distributing content to
hundreds of employees simultane-
ously while reducing the negative

impact on network performance.
Similarly, implementing software
upgrades becomes much more eco-
nomical when large download files
can be copied and stored on local
caches close to users. 

Implementing a Webcache

There are several different ways to
implement a webcache. Which
method is best depends on several
factors, including where the webcache
will be deployed, what its primary
function will be, and what kind of
traffic it will be managing. 

Proxy Caching 

A webcache in “proxy mode” acts as a
proxy server (Figure 3). This means
that all browsers and applications are
configured to direct requests for
Internet content to the webcache. If
the webcache contains the requested
content, the content is immediately
dispatched to the user. If not, the
webcache acts as a proxy and fetches
the content from the Internet on the
user’s behalf, keeping a copy of the
content in the webcache to answer
future requests. 

The primary drawback of deploying a
proxy webcache is that every user’s
browser must be configured to direct
requests to the webcache. For a large
organization with many employees
spread out over great distances, this can
require an extraordinary manual effort.
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Proxy Auto Configuration (PAC) files
can help avoid such problems in some
environments. However, whether the
browsers are configured manually or
automatically, there is still the disad-
vantage that individual users can
override their browser settings, and
thus bypass the webcache and its
filtering and monitoring capabilities.
Of course, if the webcache is replacing
an existing proxy server, installation
is simple. The webcache is given the
same IP address as the proxy server
it is replacing. Unfortunately, the
security loopholes mentioned above
will still exist. 

Proxy-Relay Caching

A variation of pure proxy caching is
to use a device that can intercept
client requests to the origin server
and rewrite the web requests as proxy
requests suitable for the webcache.
This is called “proxy-relay”. 3Com®,
for instance, has this capability in its
SuperStack® 3 Firewall, supported
from the DMZ port of the firewall. In
this deployment mode, the firewall
relays web traffic to a webcache. The
webcache is actually configured in
“proxy mode” and, because the fire-
wall rewrites all requests, it operates
as if requests are coming directly from

a browser. Any cache hit responses
from the webcache are again rewritten
by the firewall so they appear to have
come directly from the origin server
(Figure 4).

There are important advantages to
proxy-relay caching. Client browsers
do not need to be configured, and all
web traffic gets redirected to the web-
cache, since the firewall is usually
connected at the convergence point to
access the Internet. The firewall
should have a mechanism that checks
whether the webcache is operational.
If not, the firewall would continue to
direct traffic to the webcache even if
the webcache had failed, causing a
loss of client access to the web.

Drawbacks include a possible perfor-
mance impact on the operation of the
firewall and correspondingly on the
overall performance of the WAN link.
If the firewall is performing other
functions like VPN termination,
encryption, or web site filtering, the
added burden of webcache redirection
can slow these other processes.
Additionally, there is no easy way to
scale this configuration or to deploy a
fault tolerant or load balancing
caching network using proxy-relay
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caching. Finally, some enterprises
have outsourced their firewall func-
tionality to their ISP or other service
providers, and some IT managers
might question whether using a fire-
wall for other uses might interfere
with its primary security function.

Transparent Caching

A transparent webcache sits in the
midst of the network flow, invisible to
browsers, and intercepts Internet
requests. A transparent caching sys-
tem is of great benefit to larger
enterprises, as it only requires config-
uration of specific points in the
network, and all users automatically
reap the benefits of the cache. There
are several ways to implement trans-
parent caching, including:

• Configuring an existing router to
direct Internet traffic to the webcache.
In this configuration, the webcache
is completely transparent. Browsers
downstream are unaware of the
webcache, but still benefit from it.
Typical implementations use a
protocol called WCCP (Web Cache
Coordination Protocol) that is
supported by many routers and
webcaches. The disadvantage of this
method is that even though a suit-
able router may exist in the network,
it might not be possible to re-config-
ure it. In many environments the
router is under the control of
another organization such as a
service provider.

• Configuring the webcache as if it were
a router. By deploying the webcache
in this manner, all Internet traffic is
directed towards the webcache,
while browsers still require no
additional configuration. The down-
side to this configuration is that the
webcache server must devote some of
its resources to routing. Also, the
webcache then becomes a mission-
critical part of the network unless
sophisticated routing is employed to
bypass it in the event of a failure.

These solutions generally consist of
software packages running on stan-
dard servers, and are not as robust as
deployments of dedicated routers
and webcaches.

• Using Layer 4 or Webcache
Redirection. Enterprises are increas-
ingly using Layer 4-aware switches
that support redirection to a
webcache device. These switches,
such as those in the 3Com
SuperStack 3 Switch 4400 family,
are high-performance, intelligent
processors of network traffic that
can detect web traffic and redirect it
to a webcache. They have the advan-
tage of making the caching systems
more efficient by keeping unneces-
sary network traffic from the
webcache. Some of them redirect
traffic to a single location with
redirection, but not true “Layer 4
switching”. Other higher-end, more
expensive switches can actually
switch based on content within the
Layer 4 header information. These
switches can be used with a cache
farm, sending requests to a specific
cache server based on the URL being
requested (Figure 5).

The redirection solution’s reliability
improves if the switch is able to do
cache health-checking; it does back-
ground checking of the webcache
health, only forwarding traffic when
the webcache is working properly.
Without this capability, web traffic
might inadvertently be forwarded to a
non-functioning webcache, causing a
“black hole” effect for all web
requests and bringing Internet access
to a stop. 
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In-Line Webcaches

Certain webcache devices can be
installed directly in the traffic stream,
with an “in” and “out” port for traffic
flow. This greatly simplifies installa-
tion, as no browser or router, firewall,
or switch reconfiguration is needed

(Figure 6). However, as this type of
device can become a single source of
failure for the traffic flow, the tech-
nology is best used for short-term trial
deployments to validate webcaching
benefits. Layer 4 webcache redirection
is a better permanent solution. 
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Summary Of Webcache Client-Side Deployment Modes

Proxy 
Proxy Relay Transparent In-line

L4 
Manual PAC WCCP Software Redirection

Browser reconfiguration 
not required 

No Yes Yes Yes Yes Yes Yes

Bypass bad webcache Yes Yes No No No Yes No

No single point of 
network failure 

Yes Yes Yes Yes No Yes No

Internet access continues
if webcache dies 

No Yes No Yes No Yes No

Easy to configure No Yes Yes No No Yes Yes
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Webcache and Web Server Acceleration

Web Server Acceleration is also
known as Reverse Proxy
Configuration. In this configuration,
the webcache is deployed in front of a
set of web servers to offload serving
static content from those servers. The
web servers are then used purely to
generate dynamic content (Figure 7).

The effectiveness of Reverse Proxy is
based on the presumptions that a
webcache, due to its dedicated nature,
can serve static content faster and
more efficiently than a more general-
purpose web server. 

When web servers are overloaded,
deploying a webcache in front of the
server farm will free extra processing
and I/O capacity on the web servers.
This will improve the scalability and
performance of the web application.
Also note that the performance gain
increases when the web application
has larger amounts of static cacheable
content. Drawbacks include the poten-
tial configuration difficulty and the
application delays that might result
from a poorly configured set-up.
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F IGURE 7: Webcache in  Reverse  Proxy  Conf igurat ion



Conclusion

As increasing numbers of suppliers,
partners, and external providers of
business-critical operations shift to
web-based services, enterprises must
integrate the web into ever-expanding
functions. Schools, libraries, and
other educational entities also must
confront the impact of the Internet on
their activities. Given the inherent
inefficiencies in the Internet, this
increased usage places extraordinary
demands on the network. 

Enterprises and schools must meet
these requirements while maintaining
their network’s reliability and deliver-
ing fast, high-quality service to users.
Adding bandwidth to the WAN link is
costly and cannot guarantee improved
performance. The most practical solu-
tion is to make the existing network
more efficient by caching frequently
requested content locally, where users
can retrieve it quickly and easily.

Webcaches enhance the Internet
experience for users, increase the reli-
ability and scalability of the network,
and reduce an organization’s need for
upstream bandwidth. They are applic-
able wherever Internet and web-based
traffic is moderate to high, both in
enterprise and school environments. 

Depending on the specific needs of
the user, webcaches can be imple-
mented in various ways, They are
easy to install and maintain, requiring
minimal effort to achieve immediate
improvement in network performance
and bandwidth usage.

Faced with a constantly shifting and
highly competitive marketplace, or an
ever-more accountable educational
environment, enterprises and schools
will find web caching to be the best
solution to many of their network
problems. By deploying a webcache,
they can address the network chal-
lenges of today and ensure for
themselves a leading edge in the future.
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Glossary
Bandwidth—A measurement of the volume
of information that can be transmitted over a
network at a given time. The higher the band-
width, the more data can be transported.

HTTP —An application-level protocol that
runs on top of TCP/IP, which is the foundation
for the World Wide Web.

HTTP Server—A server that implements the
HTTP protocol, enabling it to serve web pages
to client agents (browsers). HTTP Servers
support interfaces so that web pages can call
external programs. They also support encryp-
tion mechanisms for securely exchanging
information and authentication and access con-
trol mechanisms to control access to content.

Hyperlink—A method for including a link in
one piece of web content that causes another
piece of web content, either from the same
web server or any other web server, to be
delivered to the client agent.

ICP—Internet Cache Protocol. A protocol for
synchronizing multiple cache servers. Each
time a cache server experiences a miss, it
broadcasts messages to all peer nodes asking
whether any of them have the content. The
requesting server then must issue a request
for the content and forward it on to the user.

IP—Internet Protocol. The network layer for
the TCP/IP protocol suite. It is a connection-
less, best-effort, packet-switching protocol.

IP Address—A 32-bit address defined by the
Internet Protocol that is usually represented in
decimal notation. It uniquely identifies each
computer on the Internet.

Link—See Hyperlink.

Protocol—An agreed-upon set of
technical rules by which computers exchange
information.

Proxy Server—A proxy server acts as an
intermediary between a user and the Internet
so an enterprise can ensure security and
administrative control and also provide a
caching service. A proxy server is usually asso-
ciated with or part of a gateway server that
separates the enterprise network from the
outside network or a firewall that protects the
enterprise network from outside intrusion.

Routers—Routers are the devices that build a
fully interconnected network out of a collec-
tion of point-to-point links. The routers on the
Internet exchange information pertaining to
their local section of the network, particularly
how close they are topologically to local sys-
tems. They collectively build a map of how to
get from any point in the Internet to any
other. Packets are routed based on the
exchanged mapping information, until the last
router connects directly to the target system.

Streaming Media—Technology that sends a
stream of data from a server to a client agent
so that the client agent can begin processing
it before all the data has been transferred.
This allows audio and video to be played by a
client agent without having to transfer or
store large files on the client machine.

Switches—High-speed network devices that
typically sit on the periphery of the Internet.
Switches differ from routers in providing
higher performance at a lower price but with
limited functionality. Typical switches
can route traffic locally but aren’t concerned
with the complexities of routing found in a

high-speed Internet backbone. Switches play
an important role in caching because they are
often used to divert the cacheable traffic to
the caching system.

TCP/IP—A suite of network protocols defined
by the Internet Engineering Task Force (IETF)
used on the Internet.

URL—Uniform Resource Locator. The method
by which Internet sites are addressed. It
includes an access protocol and either an IP
address or DNS name. An example is
http://www.domain.com.

WAN—Wide area network. The digital back-
bone linking users at multiple physical
locations within a larger organization.

Web Server—See HTTP Server.

Webcache Server—A highly optimized
appliance that stores frequently accessed
content at strategic aggregation points close
to the users requesting that content in order
to reduce the impact of delays and network
bottlenecks.

World Wide Web—Standards and protocols
are defined by the IETF and enable the
exchange of information between computers
on the Internet, tying them together into a
vast collection of interactive multimedia
resources. The World Wide Web uses the
Internet as a transport medium. Standards
and protocols are defined by the IETF and the
World Wide Web Consortium (W3C).


